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General information

v’ Duration: May 2018 — February 2021
v’ Project Consortium:

= 19 project partners from 18 countries including Member
States, Associated Countries and Third Countries (South
Africa and Argentina).

» Coordinator: Agenzia Per La Promozione Della Ricerca
Europea (APRE)

v NCPs that are not project partners are welcomed to
participate at project events like fora, trainings, information
days, brokerage events. B




Beneficiaries (1)

—E Croatia AMEUP
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Beneficiaries (2)

T=—

L Iceland RANNIS

i

I I Romania ROSA
S Cyprus RPF

Turkey TUBITAK

Poland IPPT PAN

I

T Israel InnovationAuth

— Latvia RTU

h Czech Republic TC AV CR
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But, what is SEREN 4?

G Capacity building of NCPs.

Providing targeted services for applicants and security stakeholders
to strengthen their participation in H2020.

Supporting networking opportunities within the secure societies
constituency.

Carrying out awareness raising activities to ensure that information
about SC7, H2020, FP9 and SEREN4 itself effectively and timely reach
the audience.

OBJECTIVES
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How SEREN 4 supports stakeholders? (1)

. WP1 Project Management ‘

. WP2 NCP Capacity Building

. WP3 Strengthening Participation Strong

tnvolvement of
. WP4 Networking

- Stakeholders!
. WP5 Dissemination and Communication
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How SEREN 4 supports stakeholders? (2)

Se Rema pa rther e Database with the objective of increasing the visibility of

security related research in Europe and optimizing the

networking between security stakeholders
king b i kehold
BrOkerage * In conjunction with Info days organized by the European
Commission/Research Executive Agency and Security related
events events.
- - eDirect training to researchers and applicants from both
Tralnlng for private and public sector in the timeframe of the EC events
and REA Info days, following the publication of Secure
Sta kEhOIders Societies calls.
I nfo days fOr e Aims at gathering stakeholders and EC & REA representatives
in the same place in order to explain the forthcoming calls
Sta kEhOIders and collect questions and answers.

Co-funded by the Horizon 2020
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How SEREN 4 supports stakeholders? (3)

Synergies with
security key
players

Synergies with

practitioners
9

Dissemination and
communication
activities

e Aiming at identifying new stakeholders and establish
synergies between industry, research organisations,
universities and other important players in the security area.

e Such task aims at supporting all stakeholders in easily
identifying practitioners who are interested in a given topic,
supporting the effective participation of them in H2020
security proposals.

e Webpage and social media,

¢ Information material for stakeholders (guides, leaflets,
newsletter, etc.)

Co-funded by the Horizon 2020
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How SEREN 4 NCPs?

e Identify in a measureable way the level of experience
and know-how of the Secure Societies NCP network

Benchmarking

e Formulate and foster an improved, professionalised
and more consistent NCP service across the EU and
associated countries

e Exchange of well-experienced and less-experienced
Secure Societies NCPs in order to minimise the gap
between them

*NCPs who are not partners of the SEREN4 project will be given an
overview of the current state of the project

NCPS Forum eThe forum will serve as a place to exchange best practices and

experiences, to improve the implementation of the NCP services

Co-funded by the Horizon 2020
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Where can I find more info
about SEREN4 and its activities?

Aggior

Nament;

84 =ow

on the official website:
meseren-lprg’fat £ul

in] [w][&

Are you searching for the right pariners for your c,onsomum?,\
Jould you likesto,promote yourresearchydeas?,

‘ick and you will find fiores

Home
Horizon 2020 Secure Societies European Info Day and Brokerage Event

fotel Metropole, Brussels, Belgiun

1314 March 2019

But also on twitter and-Linkeedin
]
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And.. If you are still looking for partners - SeReMa!

Login
R&D profiles

Insert
Update

Search
Show all

Projects Ideas

Show All
Organisations
Austria 21
i T B S 1 S
Herzegovina
Bu[gana SRR
e e
AC‘,'prus ‘ 7
= Repum‘c e
o R
F i)

Hungary
Ireland

Icet: 1
Israel 19
Italy 57

4 rd
Home National Research Maps Logos Terms & Privacy Contact

Security Research Database

The purpose of the Security Research Map (SeReMa) is
to increase the visibility of security related research in
Europe and to optimize the networking between
research facilities, universities, public authorities, end
users, suppliers of security solutions and operators of
critical infrastructures.

The database has been developed within the network
of National Contact Points for Security in the 7th EU-
Framework Programme (SEREN 2).

Why register?
« Call the attention of the network about your
competencies
« Promote your research ideas
» Find partners for security research projects
Your advantages:
 Stay informed on upcoming Horizon 2020 Calls

siopiogL|0JEISAY

sainjoniseyu| m

Terrorisr_n

ecurit
Crimey

Surveillance

Interoperability

Foresight
Citizens

« Meet a lot of potential co-operation partners through this \Vebsite and database

« Your profile will be promoted all over Europe

£ Insert profile

If you are a researcher who is actively involved in security research and interested in
international cooperation, register yourself and help building a map of security research

all over the world

B Search database

Identify researchers who work in the area of security research, either within the context
of EU funded research or broader collaborative research and find international partners

Support & Finance

s2

SEVENTH FRAMEWORK
PROGRAMME
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What is SeReMa?

\ et

[ —

-fun y the Horizon 2

SeReMa ~'Security Research Map lﬁ




e
SeReMa — Security Research Map

A profile platform, partner search tool and project idea database
O N
Profile aakidl hd 2 . il =
N Wi‘ i

I

SeReMa - Securlt'y‘ Research Map



http://www.security-research-map.eu/
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BENEFIT

v' Highlight your added value
v" Promote your research ideas

v Find partners for your security research project

SeReMa ~'Security Research Map

y"l,i‘ /

//

/)
h




\

 ewopean | 1 UNdING & tender opportunities

Commission |  Single Electronic Data Interchange Area (SEDIA)

#®

SEARCH FUNDING & TENDERS ¥ Qo lVREelZGIIMIZNISER gl PROJECTS & RESULTS  WORK AS AN EXPERT ~ SUPPORT ¥

Keyword

What’s the
Difference

Security Research Map,

Home National Research Maps Logos Terms & Privacy Contact
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Home National Research Maps Logos Terms & Privacy Contact

v Quality-check
v’ Specific and security related

v Chosen contact person

Co-funded by the Horizon 2020
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Home National Research Maps Logos Terms & Privacy Contact
Login

RED profiles Security Research Database

Insert

Update The purpose of the Security Research Map (SeReMa) is
to increase the visibility of security related research in
Search Europe and to optimize the netviorking between
Show all research facilities, universities, public authorities, end
users, suppliers of security solutions and operators of
Projects Ideas critical infrastructures.

Show All

Support & Finance

Terrorisr_n

ssapiogl|OIeaSaY

saimonnselu] ¢ )

The database has been developed within the network of

ecurity
National Contact Points for Security in the 7th EU-

Crime
Surveillance
Framework Programme (SEREN 2).

Inte l_,:,\[h‘l.‘xkn'll‘,‘
Why register? A e
« Call the attention of the network about your ’“’L‘E’;"'J!;m w.

competencies
« Promote your research ideas
« Find partners for security research projects

Organisations
Austria

Your advantages:
« Stay informed on upcoming Horizon 2020 Calls STV FEATEWGRK

« Meet a lot of potential co-operation partners through this Website and database
« Your profile will be promoted all over Eurcpe

£ Insert profile

If you are a researcher who is actively involved in security research and interested in
international cooperation, register yourself and help building a map of security research
all over the world

P Search database

Identify researchers who work in the area of security research, either within the context
Lithuania 4 of EU funded research or broader collaborative research and find international partners
with the complementary expertise or technology that you are looking for.

macedonia 1

Portugal

.

Slovak Republic 4

Co-funded by the Horizon 2020
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Inserting Your Profile
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In SeReMa you can insert an organization profile, and search the

database in order to find a requested organization

There are five categories in the profile description to be filled in:

Organisation

Field of activities

Research Focus

1 \l‘\i!'fti“;t'thesearch Map

RTD Experiences

Project ldea




Insert a Profile:
ORGANISATION

SeReMa Sec‘:“uiﬁi‘t‘y Research Map

ORGANISATION

Please fill in the details with regard to your organisation.

Organisation details

Organisation Name *
Acronym

Department

Street
ZIP / City
Country *

Phone *
Email *

Homepage

Organisation Type *
Employees *

Organisation Logo

| Please choose v |

| Please choose v
© 1-100 11-25 O 26-50 O 51-250 O 250+

|| Choose File | Mo file chosen | (< 2 MB, gif, jpg, png)

Contact person

Gender *

Title

First name *
Last name *
Job position

Additional contact

@ mr @ ms

I:I (eg. Dr., Prof., Eng., MS., ...)
| |
|
|

Finalise first part of your registration

Approval *

Password *

Anti-Spam Code *

[J 1 agree that my research related profile is published on this website.

| | (free choice)

I:I 8917 Please enter the specified 4-digits numeric code.

»-funded by the Horizon 2020

* Mandatory

'k Programme of the European Union




I n se rt a FIELD OF ACTIVITIES
Please specify your field of activities
* Mandatory

[ J
P rOfI I e i 1. NATURAL SCIENCES
[ ] I Biology

[ Medical Sciences
L Physics

F | F LD 0 E 8 oy

2. ENGINEERING
Ll Energy - generation/storage/ distribution

|;| Urban planning
L) Architecture
) construction industry

L Logistics

) Transport systems

) aerospace technologies

L) Railway technologies

") Space & satellite technologies

3. FORENSIC SCIENCES
) Forensic technologies
L Biometry
|| Digital forensics

4. HORIZONTAL ACTIVITIES
L) Navigation, guidance, control and tracking
) scenario development and decision support
) Foresight systems
L) simulators, trainers and artificial environments
L) policy development
) Testing and validation
) Rescue and relief services
) Law enforcement

Briefly describe your core competencies
(free text, entry max. 1500 characters)

5. TECHNOLOGIES & MATERIALS
[J Biotechnology
LJ Nanotechnology
) material Science
) Protective textiles
L) Detection technologies
L) Sensor equipment and technologies
) Electronics, Microelectronics

6. INFORMATION & COMMUNICATION TECHNOLOGIES
LJICT applications
) communication equipment and technologies
| Electronic authentication
) Intelligence systems
) artificial intelligence/robotics
) cyber security
| software, Data Processing
) Network technologies
L) Smart Systems
|l Radio Frequency (RFID)

7. 50CI0-ECONOMIC SCIENCES AND THE HUMANITIES
L) Human Sciences
) social Sciences
) political Sciences
L) Ethic Research
[ Legal sciences

Zo-funded by the Horizon 2020
| ork Programme of the European Union




Insert a
Profile:
RESEARCH
FOCUS

RESEARCH FOCUS

Flease specify your research focus eccording fo the H2020 wark programme structure.
# Mandatory

Call - Protecting the infrastructure of Europe and the people in the European smart
cities

O Protecting the infrastructure of Europe and the people in the European smart cities
= SU-IMFRADT-2018-201%-2020: Prevention, detection, response and mitigation of combined physical and cyber
threats to critical infrastructure in Europe
! SU-IMFRADZ-2019: Security for smart and safe cities, including for public spaces

CALL - SECURITY

[0 Disaster-Resilient Societies
= SU-DRS0A-2018-201%-2020: Human factors, and social, secietal, and organisational aspects for disaster-resilient
societies
= SU-DRS0Z-2018-2019-2020: Technologies for first responders
= SU-DRS03-2018-201%-2020: Pre-normative research and demonstration for disaster-resilient societies
= SU-DRS0<4-2019-2020: Chemical, biclogical, radiological and nuclear (CBRM) cluster
! SU-DRS05-2019: Demonstration of novel concepts for the management of pandemic crises

O Fight against Crime and Terrorism
= SU-FCTO1-2018-2019-2020: Human factors, and secial, societal, and organisational aspects to solve issues in
fighting against crime and terrorism
= SU-FCTOZ2-2018-2019-2020: Technologies to enhance the fight against crime and terrorism
= SU-FCTO3-2018-2019-2020: Information and data stream management to fight against (cyberjcrime and terrorism
= SU-FCTO4-2020: Explosives: detection, intelligence, forensics

O Border and External Security

= SU-BESD-2018-201%-2020: Human factors, and social, societal, and organisational aspects of border and external
security

L SU-BES02-2018-201%-2020: Technologies to enhance border and external security
L SU-BESO3-2018-201%-2020: Demonstration of applied sclutions to enhance border and extermal security

0 General matters
o SU-GMO -201 8-201%-2020: Pan-European networks of practitioners and other actors in the field of security

Co-funded by the Horizon 2020
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RTD EXPERIENCES

I n S e rt a Please list all the relevant RTD experiences of your organisation.

* Mandatory
Project Project Project Acronyms

®
P rOfI I e [ Coordinator  Partner [Insert each Acronym in a separate line
[

FP7/H2020-Security ] ]

RTD e
EXPERIENCES ~~~ * |

FP7/H2020-Health ] ]

A
FP7/H2020- 8 g
Transport )
FP7/H2020-ENV ] ]

FP7/H2020-55H ] ()]

Mational Security
Research Projects

Other Security
Research Projects

O
O

Save |

Co-funded by the Horizon 2020
of the pean Union
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Insert a
Profile:
PROJECT
IDEA

PROJECT IDEA

Please insert a project idea if you are offering or looking for a H2020 partnership.
* Mandatory

Title

Description

H2020 Topic List

| Please choose

Role within the Consortium

[J project partner
I project Coordinator

Type of activity
[ Technology development [J commercialisation
) Research L Exploitation
LI Training ) pemonstration
L) management L) Texting
L) Dissemination I other

Save |

SeReMa ~ Sec‘Uri‘ty Research Map

-
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Search Database

H?:me National Research ps ' Logos Terms & Privacy Contact

Login Search Form
R&D profiles

Insert

Update Organisation Type | All v
Field of Activity iAu v

Search

Show all H2020 Research (Al v
Focus New Calls Topics (2018-2020) were introduced in Nov. 2017 -= Number of hits may be low during first half of 2018
RTD Experience ) Project Coordinator

Projects Ideas

) Project Partner
Show All

) Project Coordinator & Project Partner
Country [AlL v|

Full text search ’ Separate words by blank key
® Each ') Any search term must be found

Sort order Organisation v |

Show I Notice: Without any selection all organisations will be shown

Co-funded by the Horizon 2020
of the Union
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Search Database — By

Field of Activity

Home National Research Logos Terms & rivacy Contact 7
Login Search Form
R&D profiles
Insert
Update Organisation Type [ All v
Field of Activit ' i v
Search Y L_Lyterseaity
Skl H2020 Research LAl v
Focus New Calls Topics (2018-2020) were introduced in Nov. 2017 -= Number of hits may be low during first half of 2018
; RTD Experience ) Project Coordinator
Projects Ideas o (@) Pro;ect Partner
Show All () Project Coordinator & Project Partner
Country AU v
Full text search | Separate words by blank key
®) Each ') Any search term must be found
Sort order |Organisation |
Show | Notice: Without any selection all organisations will be shown

Co-funded by the Horizon 2020
of the pean Union
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Search Database —

Results

Home National Research 7 ; Logos Terms & rivacy Contact 7
Login Search results
R&D profiles
Insert Organisation (308) Country
U date 3D‘0Xides
P R&D France
Search Adnet d.o.0. Croatia
Show all AdvalCT, a.s. Czech Republic
AEGIS IT RESEARCH UG
German
Projects Ideas R&D y
Show All AFCON control and Automation Ltd lsrael
Security and Systems
African Maritme Safety and Security Agency United
Centre for Research and Security Studies Kingdom
AFSCAN S.r.L.
R&D Italy
Agency for European Integration and Economic Development Austria
AGH University of Science and Technology Poland
Department of Telecommunications
AIDA Group - Universidad Auténoma de Madrid Shain
Computer Science P
AIT Austrian Institute of Technology GmbH Aastiia
Safety&Security

Co-funded by the Horizon 2020
of the pean Union
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Search Database — By

RTD Experience

Full text search

Sort order

Show I

SeReMa ~'Security Research Map

Home National Research ps 7 Logos Terms & rivacy Contact '
Login Search Form
R&D profiles
Insert
Update Organisation Type [ All v]
Field of Activit i i v |
— Y | Cyber security |
Show all H2020 Research |AlL v |
Focus New Calls Topics (2018-2020) oduced in Nowv. 2017 -= Number of hits may be low during first half of 2018
. 16.‘ . .
Projects Ideas RED. Experience ’\: Errgigcct g::)tl;:jelpator
Show All () Project Coordinator & Project Partner
Country | AlL v]

| Separate words by blank key

'®) Each ) Any search term must be found

|Organisation ¥ |

Notice: Without any selection all organisations will be shown
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Search Database — By

Project Idea

Hbme National Res 7 Logos Terms & rivacy Contact
Login Search results
R&D profiles
lfisert Inserted Country Project Title
Update Oct-2018 ltaly Spectroscopy for the detection of explosives and other dangerous molecules
H2020 Topic: SU-FCT04-2020: Explosives: detection, intelligence, forensics
Search Oct-2018 Italy Security of Industrial Installation under Seveso Directive
Show all H2020 Topic: SU-INFRAO1-2018-2019-2020: Prevention, detection, response and mitigation of
combined physical and cyber threats to critical infrastructure in Europe
Projects Ideas Oct-2018 ltaly Unsupervised machine learnig for cybersecurity
Show All Oct-2018 Belgium DT-ICT-08 Cybersecurity & Resilience for Manufacturing
Oct-2018 Turkey Data Leakage Prevention as a service for Emails

Sep-2018 Austria Global Governance

Aug-2018 France Digital identity
H2020 Topic: SU-DS05-2018-2019: Digital security, privacy, data protection and accountability in
critical sectors

Jul-2018 Germany  ProjRD - Partnership in R&D projects related to National Security
H2020 Topic: SU-FCT02-2018-2019-2020: Technologies to enhance the fight against crime and

Co-funded by the Horizon 2020
of the pean Union
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Project Idea

Login

R&D profiles
Insert
Update

Search
Show all

Projects
Show A

SeReMa ~ Sec‘Uri‘ty Research Map

Home National Research ps : Logos

Project Idea

Organisation

Security Rese

Terms & rivacy Contact

University of Bologna

Inserted:

2018-10-17

Project Title

Security of Industrial Installation under Seveso Directive

H2020 Topic List

SU-INFRAQ1-2018-2019-2020: Prevention, detection, response and mitigation of combined
physical and cyber threats to critical infrastructure in Europe

Role within the
Consortium

* Project Partner
* Project Coordinator

Type of activity

* Technology development
* Research

* Training

* Management

* Dissemination

* Exploitation

Project Description

The security of industrial sites has become a matter of increasing concern in recent years.
Indeed, these sites are potentially attractive targets due to the storage of hazardous
materials in relevant quantities, as for the Seveso Directive in Europe (European
Commission, 2012), to the possible presence of chemicals that may be used to
manufacture improvised explosive devices (IEDs), and to the increasing use of automated
controls and safety instrumented systems that may allow cyber intrusions.

Terrorist groups or single individuals could exploit such features and cause major accidents
involving fires and explosions or involving toxic releases and environmental
contaminations. Besides, chemicals could be stolen with the intent of creating weapons of
mass destruction, or their precursors .

Further concern is posed nowadays towards the possibility of intrusion via cyber space.
Whatever the primary voluntary or undirect attack, any CPI can be dramatically affected,
and escalation effect may result. Indeed, lessons learnt clearly have shown the need for
the implementation of adequate security assessment as well as of an accurate security
management system and lay-out criteria aimed at the optimization of the available layers
of protection of sites. In this framework, the project should give tools and methodologies
capable of addressing all the sectorial needs of chemical and petrochemical industry with
respect to the security vulnerability and security risks.

Co-funded by the Horizon 2020

of the P

Union



NCP
receives
e-alert
about a
new
profile

Quality Checking Profiles Y |

NCP enters
SeReMa

" rlty Research Map

NCP
checks
user
profile

NCP
publishes
profile once
complete

NCP requests
additional
information
if needed




Thank you for your attention
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